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Abstract ɀ Controlling the COA framework  
 
The evolving enterprise of today 
Enterprise 2.0, deconstructed firms, organisational ecosystems: all of these buzzwords are used 
ǘƻ ƛŘŜƴǘƛŦȅ ƻǇŜǊŀǘƛƴƎ ŎƻƴŎŜǇǘǎ ōŜƘƛƴŘ ǘƻŘŀȅΩǎ ŎƻƳǇŀƴƛŜǎΦ ¢ƘŜȅ ŀǊŜ ŘǊƛǾŜƴ ōȅ ǘƘŜ ƴŜŜŘ ǘƻ ōŜ 
agile, flexible, distributed, open, transparent, simple, on demand and with a short time to 
market. 
In order to be all this, we have decided to break down our organisations, outsource non-core 
activities and create relationships with vendors, clients, resellers, producers and other parties. 
Many of these relationships extend company boundaries. We have globalised our network in 
order to survive and thrive on the international markets. We try to collaborate with those that 
will provide us the greatest benefits for the smallest risk and price. We are not the only ones. 
Our competitors do it as well. We all have created vast networks in which we can often find our 
own competitors as a part of it. In fact, some of us will even directly work together with them. 
 
Relationships provide both the key as well as certain issues 
These relationships are based on collaboration, which automatically implicates sharing 
information and sometimes even services, products and processes. Such activities allow the 
business ecosystems to obtain many benefits in terms of scale, lower costs, better innovative 
capacities, knowledge channels, reduction of uncertainty, et cetera.  
Yet, those benefit-providing relationships create many issues that will trouble the collaborating 
firms and their management on both ends of the deal. Whenever we want to collaborate 
across a national border, we have to take legislation of at least two countries in mind. For 
ƛƴǎǘŀƴŎŜΣ ƛŦ ȅƻǳ ŀǊŜ ŀ 9ǳǊƻǇŜŀƴ ŎƻƳǇŀƴȅΣ ȅƻǳ ƘŀǾŜ ǘƻ ǘŀƪŜ ά/ƻŘŜ ¢ŀōŀƪǎōƭŀǘέ ƛƴ ƳƛƴŘΦ LŦ 
!ƳŜǊƛŎŀƴΣ ǘƘŜǊŜ ƛǎ ά{h·έ ǘƻ ŎƻƴǎƛŘŜǊΦ bƻǿ ƛŦ ȅƻǳ ǿŀƴǘ ǘƻ collaborate with both an American 
and a European enterprise, then both laws must be followed. So, what about security and 
compliance? How can we be sure that our collaborative partners will be trustworthy and treat 
our information with the same policies as we do? How can we be sure that we follow the right 
directions in such relations? No one wants to be sued because of violating such agreements. 
Then there is the demand for connectivity: we need to communicate with our partners. How 
can we do this safely and securely? How can we make sure that these parties will be able to see 
important information, while others should not have that ability? 
 
¢ƻŘŀȅΩǎ ǎƻƭǳǘƛƻƴΥ 
To face these issues, many came up with different solutions. SOA-based frameworks for 
collaboratioƴΣ {[!ΩǎΣ 9ƴǘŜǊǇǊƛǎŜ нΦлΣ ŀǳǘƻƳŀǘŜŘ ŘƛǎǘǊƛōǳǘŜŘ ŎƻƳǇƭƛŀƴŎȅ ǎȅǎǘŜƳǎΣ ƛŘŜŀǎ ŦƻǊ ŀ ŘŜ-
perimeterised environment. Most of these answers proved to be quite a step forward to a 
secured dynamic collaborative relationship. Yet all of them lack a fully integrated set of 
mechanisms to tackle the sum of all problems.  
 
¢ƻƳƻǊǊƻǿΩǎ ǎƻƭǳǘƛƻƴΥ 
Luckily, progression does not stop here. One of the biggest breakthroughs is nearby: the 
creation of the Collaboration Oriented Architectures (COA). At this moment, many details 
around the concept of the COA are unknown or not yet fully developed.  
In order to accelerate these developments and reveal many details around the concept, a 
research project is created around the question:  
 
ά²Ƙŀǘ ƛǎ ǘƘŜ /ƻƭƭŀōƻǊŀǘƛƻƴ hǊƛŜƴǘŜŘ !ǊŎƘƛǘŜŎǘǳǊŜ ŀƴŘ Ƙƻǿ Ŏŀƴ ƛǘ ōŜ ǳǎŜŘΚέ 
 



 

Controlling the COA framework|  Abstract 4 
 

The project is executed by the Security and Innovation Research Centre in Capgemini
1
 NL, in 

collaboration with Windesheim
2
, Eli Lilly

3
 and the Jericho Forum

4
, in order to create the first 

information architecture that is based on SOA and the concept of de-perimeterisation, which 
will allow us to work together dynamically and safely with whoever we choose. 

                                                                 
1
 Capgemini : www.capgemini.com , visited at 20-10-08. 

2
 Windesheim: www.windesheim.nl , visited at 20-10-08. 

3
 Eli Lilly: http://www.lilly.com/ , visited at 20-10-08. 

4
 The Jericho Forum: www.theopengroup.org/jericho , visited at : 20-10-08. 

http://www.lilly.com/
http://www.theopengroup.org/jericho
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Guide to Reader 
 
If you are interested in: 
 

 Service Oriented Architecture as a teacher or a student: read paragraph 2.2. 
 

 Collaboration theories, read paragraph 2.5 and chapter 3. 
 

 IT-governance, read paragraph 2.4. 
 

 The Collaboration Oriented Architectures, read chapter 3. 
 

 The Jericho Forum and its concepts, read paragraph 2.6 and chapter 3. 
 

 This thesis, but know not what to expect, read the abstract and chapters 1 and 4. 
 

 Interested in the new detailing of the COA framework as a Jericho Specialist: read chapters 1, 
3 and 4. 

 

 Interested in this thesis and have only limited time, read the abstract and chapters 1 and 4. 
 

 Interested in this thesis and have nothing but time as an evaluating teacher, friend, family 
member, read all chapters and the abstract. 

 
 
If you do not have much time on your hands, you can stick to reading the introduction and the 
conclusions. Each chapter and paragraph has an introducing and concluding/summarising 
section. Each larger section has its own introduction at the beginning and conclusion and/or 
summary at the end of the section. 
 

COA v2.0 compatibilty  
 
This research has been conducted while COA v2.0 was in development. However it is still usable 
and compatible with the v2.0 release. Additional references have been included in section 2.6 
and chapter 3 to related materials which have been released after this research.  
 
 
 

A little word of grattitude  
 
I would like to thank Marco Plas from Domus Technica, Alina Stan and Ruurd Jorritsma from 
Capgemini, Bart Willemsen from TxTHorizon, my parents, Ian Dobson from the Jericho Forum, 
Andrew Yeomans from Dresdner Kleinwort, Nick Bleech from Rolls Royce PLS, my friends and 
my beloved Saskia. I could not have written this without them and I would not have been able 
to support the document for shuch a long period if it was not for them.  
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1. Introduction to the thesis and Subjects  

 

1.1. Introduction  
 
Due to disruptive technologies, such as the Internet, many markets went through important 
changes (Ralph Welborn 2008). New ways to facilitate the business have been introduced, such 
as high-speed communication channels, portals, online auctions, communities, enterprise 
resource planning software.  
Companies started using the Internet as a medium for looking at their value chain. instead of 
their own processes. This was done to further optimise the complete chain, from acquiring 
basic resources to delivering the final product to an ever more demanding client.  By doing so, 
it became possible to achieve multiple goals like generating revenue, creating or finding new 
business opportunities and introducing new business models that focus on value exchange. 
(Boonstra 2002) Because most companies did this, the market grew more competitive than 
before. In order to nowadays survive and thrive, being capable to compete and to gain a better 
market share, a new answer is necessary. One needs to innovate and find new needs of the 
client. (Philip Kotler 2002) However, with this many parties involved trying to innovate and 
change their position in the market, that market has become an unpredictable place for 
business. (Ralph Welborn 2008) 
In order to face the new threats

5
 and uncertainties and to get the best of every opportunity, a 

fast dynamic way of doing business has become a necessity. (Ralph Welborn 2008) 
 
Collaboration is such a way of business: by working together to achieve a common or shared 
goal, one will be capable of focussing more on his core business. This will allow sharing 
knowledge and gaining economic benefits in terms of scale and efficiency. 
There are many ways to collaborate; from having a joint venture to exchanging goods on the 
marketplace. Depending on the risks and the reward involved, organisations will have to 
choose different ways of working together. The parties involved can focus on their own core 
ŎƻƳǇŜǘŜƴŎŜ ŀƴŘ ǳǎŜ ŜŀŎƘ ƻǘƘŜǊΩǎ ƪƴƻǿƭŜŘƎŜΣ ƛƴ ƻǊŘŜǊ ǘƻ ƭƻǿŜǊ Ŏƻǎǘǎ ƻŦ ƛƴƴƻǾŀǘƛƻƴ ŀƴŘ ƎŜǘ ŀ 
better grip on the market (See paragraph 2.5 for more details). (Ralph Welborn 2008) 
 
Interconnection is a necessity 
To create the right environment for such a venture, interconnection has become extremely 
important, which already is the case for quite some time.  
The need for interconnection has been picked up by many organisations in views on software 
and organisational architectures. Here are a few important ones to this research project: 

 SOA: Service Oriented Architecture. Even though the primary ideas behind SOA are based 
upon the reuse of defined services in the organisation (see paragraph 2.2). It is also used to 
have a better interconnection with the environment directly around the organisation, simply 
by allowing some of the services to be publicly available to other organisations (mostly done 
by using web services). 

 SaaS: Software as a Service. This was known in the past as Application Service Provider, but 
became successful under its current name, based on the vision of SOA. The idea is to use 
software from other parties as a service for your own organisation, i.e. getting a complete 
customer relation management-service system over the web.

6
 (see 2.3 for more details) 

                                                                 
5
 Varying from business threats like heavy market competition  or running behind by not innovating fast 

enough to technological threats like digital security problems. 

6
See http://www.reeleezee.com, (accessed March 2008) as a good example. 

Requirements for  

interconnection; 

information risks  

Confidentiality: the 

information sent through 
that interconnection 
needs to stay 
confidential during 
transit. 
Integrity: the integrity of 

the exchanged 
information can not be 
compromised. 
Availability: the 

interconnection needs to 
stay available. 
(James Joshi 2001) 
 

 

http://www.reeleezee.com/
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 The ideas from the Jericho Forum: The Jericho Forum
7
, a part of the Open Group is an 

impetus for change. The members of the forum have seen that the corporate perimeters 
crumble due to business drivers demanding greater connecitivity with business partners, 
suppƭƛŜǊǎΣ ŎǳǎǘƻƳŜǊǎ ŀƴŘ ǿƻǊƪŜǊǎ ƻǾŜǊ ǘƘŜ ƛƴǘŜǊƴŜǘΦ ¢Ƙƛǎ ƛǎ ǿƘŀǘ ǘƘŜȅ Ŏŀƭƭ άŘŜ-
ǇŜǊƛƳŜǘŜǊƛǎŀǘƛƻƴέΦ !ǎ ŀ ǊŜǎǳƭǘ ƻŦ ǘƘŀǘΣ ǘƘŜȅ ƘŀǾŜ ƴƻǘƛŎŜŘ ǘƘŀǘ ŀ ƴŜǿ ǿŀȅ ƻŦ ǎŜŎǳǊŜ 
ŎƻƭƭŀōƻǊŀǘƛƻƴ ƛǎ ƴŜŎŜǎǎŀǊȅ ŀƴŘ ǘƘŜȅ ƘŀǾŜ ǇǳōƭƛǎƘŜŘ ŀ ǎŜǘ ƻŦ άǇƻǎƛǘƛƻƴ ǇŀǇŜǊǎέ ƻƴ ǘƘŜ ƳŀƧƻǊ 
aspects (see 2.6 for more details). 

 
Focus: Collaboration Oriented Architectures 
In order to be capable of interconnecting according to the ideas of the Jericho Forum and still 
work together, the Forum introduced the Collaboration Oriented Architectures (COA) by use of 
a position paper. (Forum 2008e) 
The Collaboration Oriented Architectures position paper describes a technology and security 
framework (the /h! ŦǊŀƳŜǿƻǊƪΣ ǿƘƛŎƘ ǿƛƭƭ ŀƭǎƻ ōŜ ǊŜŦŜǊŜŘ ǘƻ ŀǎ άŦǊŀƳŜǿƻǊƪέ) for sharing 
information, irrespective of the location of the data, or (trans-)acting parties. It is based on SOA 
and combines many of the ideas and plans of the Jericho Forum. (Forum 2008e)(See chapter 3 
and Intermezzo 1 for more details about the Collaboration Oriented Architectures and the 
related framework)  
 

                                                                 
7
 See http://www.jerichoforum.org for access to published position papers. 

Intermezzo 1: Collaboration Oriented Architectures and the framework in a nutshell 

/ƭŜŀǊƭȅΣ ǘƘŜ ŀōōǊŜǾƛŀǘƛƻƴ Ψ/h!Ω ƛǎ ǳǎŜŘ ƛƴ ǘƘǊŜŜ ǾŀǊƛŜǘƛŜǎΦ ¢Ƙƛǎ ƛƴǘŜǊƳŜȊȊƻ ƎƛǾŜǎ ŀ ǎƛƳǇƭŜ ǾƛŜǿ 
on three COA-related subjects: 

 Collaboration Oriented Architectures (COA): Enterprise Architectures that use all the 
components of the Collaboration Oriented Architectures framework (also refered to as 
άŦǊŀƳŜǿƻǊƪέύΦ ¢Ƙƛǎ ƳŀƪŜǎ ǘƘŜ 9ƴǘŜǊǇǊƛǎŜ !ǊŎƘƛǘŜŎǘǳǊŜ /h! ŎƻƳǇƭƛŀƴǘΦ ²Ŝ ǿƛƭƭ ǳǎŜ ǘƘŜ 
abbrevation in plural to denote this concept. 

 Collaboration Oriented Architectures framework (COA framework / framework): A 
framework consisting of a set of principles, processes, services and technologies such as:  
o security principles

1
: requirements and constraints like Ψknow which parties you are 

transacting with and what level of trust you useΩ 
o processes: People-, Information-, Device-, lifecycle management 
o services such as: Identity Management and Federation, policy management, 

information classification, information asset management and Audit 
o technologies such as secure protocols and tools to provide end-point protection 

that are necessary to collaborate safely.  
The framework includes a set of quality attributes to provide the capability of 
measuring the success of the framework adoption. (see for the full list paragraph 3.8 ) 

 Enterprise Architecture / System Architecture / Network Architecture: these are 
different architectures that describe an enterprise or a system or a network all of these 
will be shortly dealt with in this thesis. We will use the abbrevation in singular to denote 
this concept. 

1
: these elements will be addressed as COA <element>: COA processes, COA services et 

cetera. 
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